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E-Safety Policy
E-Safety encompasses internet technologies and electronic communications
such as mobile phones and wireless technology. It highlights the need to
educate children and young people about the benefits and risks of using new
technology and provides safeguards and awareness for users to enable them
to control their online experiences.
The school’s e-safety policy will operate in conjunction with other policies
including those for Student Behaviour, Bullying, Curriculum, Data Protection
and Security.

The DfE Core e-Safety Policy
This core e-safety policy provides the essential basic coverage and is made
up of advice and current checklists created by the Department for Education.

End to End e-Safety
E-Safety depends on effective practice at a number of levels:


Responsible ICT use by all staff and students; encouraged by education
and made explicit through policies.



Sound implementation of e-safety policy in both administration and
curriculum, including secure school network design and use.



Safe and secure broadband from the RM Managed service including the
effective management of RM SafetyNet filtering.



National Education Network standards and specifications.
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1.0 E-Safety Audit.
This quick self-audit will help the senior management team (SMT) assess
whether the e-safety basics are in place.

Has the school an e-Safety Policy that complies with DfE guidance?

Y/N

Date of latest update:
The Policy was agreed by governors on:
The Policy is available for staff in School Policy folder
And for parents on request

Y
Y

The Designated Child Protection Coordinator is: Alison johnston
The e-Safety Coordinator is: Jenny Byrne
Has e-safety training been provided for both students and staff?

Y/N

Is the Think U Know training being considered?

Y/N

Do all staff sign an ICT Code of Conduct on appointment?

Y/N

Do parents sign and return an agreement that their child will comply Y/N
with the School e-Safety Rules?
Have school e-Safety Rules been set for students?

Y/N

Are these Rules displayed in all rooms with computers?

Y/N

Internet access is provided by an approved educational Internet
service provider and complies with DfE requirements for safe and
Y/N
secure access (e.g. RM Managed Service).
Has the school filtering policy has been approved by SMT?

Y/N

Is personal data collected, stored and used according to the principles Y/N
of the Data Protection Act?
Are staff with responsibility for managing filtering, network access and Y/N
monitoring adequately supervised by a member of SMT?
Have appropriate members of staff attended training on the RM Y/N
SafetyNet+ filtering system?
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2.0 School e-safety policy
2.1

Writing and reviewing the e-safety policy

The e-Safety Policy is part of the School Development Plan and relates to other
policies including those for ICT, bullying and for child protection.



The school has an appointed e-Safety coordinator. Jenny Byrne.



Our e-Safety Policy has been written by the school. It has been agreed by
senior management and approved by governors.



The e-Safety Policy and its implementation will be reviewed annually.



The e-Safety Policy was created in (September 2011)



It was approved by the Governors on: … … ………………………….

2.2

Teaching and learning

2.2.1 Why Internet use is important



The Internet is an essential element in 21st century life for education, business
and social interaction. The school has a duty to provide students with quality
Internet access as part of their learning experience.



Internet use is a part of the statutory curriculum and a necessary tool for staff
and pupils.

2.2.3

Internet use will enhance learning



The school Internet access will be designed expressly for pupil use and will
include filtering appropriate to the age of pupils.



Pupils will be taught what Internet use is acceptable and what is not and given
clear objectives for Internet use.



Pupils will be educated in the effective use of the Internet in research,
including the skills of knowledge location, retrieval and evaluation

2.2.4

Pupils will be taught how to evaluate Internet content



Schools should ensure that the use of Internet derived materials by staff and
by pupils complies with copyright law.



Pupils should be taught to be critically aware of the materials they read and
shown how to validate information before accepting its accuracy.
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2.3 Managing Internet Access
2.3.1




2.3.2

Information system security
School ICT systems capacity and security will be reviewed regularly.
Virus protection will be installed and updated regularly.
Security strategies will be discussed with the Local Authority and/or RM
Managed Services
E-mail





Pupils may only use approved e-mail accounts on the school system.



E-mail sent to an external organisation should be written carefully and
authorised before sending, in the same way as a letter written on school
headed paper.



The forwarding of chain letters is not permitted.

2.3.3

Pupils must immediately tell a teacher if they receive offensive e-mail.
Pupils must not reveal personal details of themselves or others in e-mail
communication, or arrange to meet anyone without specific permission.

Published content and the school web site



The contact details on the Web site should be the school address, e-mail and
telephone number. Staff or pupils personal information will not be published.



The headteacher or nominee will take overall editorial responsibility and
ensure that content is accurate and appropriate.

2.3.4

Publishing pupil’s images and work



Photographs that include pupils will be selected carefully and will not enable
individual pupils to be clearly identified.



Pupils’ full names will not be used anywhere on the Web site or Blog,
particularly in association with photographs.



Written permission from parents or carers will be obtained before photographs
of pupils are published on the school Web site.



Work can only be published with the permission of the pupil and parents.

2.3.5

Social networking and personal publishing



School will block/filter access to social networking sites.



Newsgroups will be blocked unless a specific use is approved.



Pupils will be advised never to give out personal details of any kind which may
identify them or their location.



Pupils must not place personal photos on any social network space.



Pupils should be advised on security and encouraged to set passwords, deny
access to unknown individuals and how to block unwanted communications.
Students should be encouraged to invite known friends only and deny access
to others.
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2.3.6

Managing filtering



The school will work in partnership with the LA, RM, DfE and the Internet
Service Provider to ensure systems to protect pupils are reviewed and
improved.



If staff or pupils discover an unsuitable site, it must be reported to the e-Safety
Coordinator or the Network Manager.



Senior staff will ensure that regular checks are made to ensure that the filtering
methods selected are appropriate, effective and reasonable.

2.3.7

Managing videoconferencing



IP videoconferencing should use the educational broadband network to ensure
quality of service and security rather than the Internet.



Pupils should ask permission from the supervising teacher before making or
answering a videoconference call.



Videoconferencing will be appropriately supervised for the pupils’ age.

2.3.8

Managing emerging technologies



Emerging technologies will be examined for educational benefit and a risk
assessment will be carried out before use in school is allowed.



Mobile phones will not be used during lessons or formal school time. The
sending of abusive or inappropriate text messages is forbidden.



Use of personal technologies are forbidden, this includes MP3 players.

2.3.9



Protecting personal data
Personal data will be recorded, processed, transferred and made available
according to the Data Protection Act 1998.

2.4 Policy Decisions
2.4.1

Authorising Internet access



All staff must read and sign the ’Staff Acceptable Use Policy’ before using any
school ICT resource.



The school will maintain a current record of all staff and pupils who are granted
access to school ICT systems.



Pupils must apply for Internet access individually by agreeing to comply with
the Responsible Internet Use statement.



Parents will be asked to sign and return a consent form.
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2.4.2

Assessing risks



The school will take all reasonable precautions to prevent access to
inappropriate material. However, due to the international scale and linked
Internet content, it is not possible to guarantee that unsuitable material will
never appear on a school computer. Clifton cannot accept liability for the
material accessed, or any consequences of Internet access.



The school should audit ICT use to establish if the e-safety policy is adequate
and that the implementation of the e-safety policy is appropriate.

2.4.3 Handling e-safety complaints



Complaints of Internet misuse will be dealt with by a senior member of staff.



Any complaint about staff misuse must be referred to the headteacher.



Complaints of a child protection nature must be dealt with in accordance with
school child protection procedures.



Pupils and parents will be informed of the complaints procedure.

2.5 Communications Policy
2.5.1 Introducing the e-safety policy to pupils



e-safety rules will be posted in all networked rooms.



Pupils will be informed that network and Internet use will be monitored.

2.5.2

Staff and the e-Safety policy



All staff will be asked to read the School e-Safety Policy and its importance will
be explained.



Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.



Staff that manage filtering systems or monitor ICT use will be supervised by
senior management and have clear procedures for reporting issues.

2.5.3 Enlisting parents’ support



Parents’ attention will be drawn to the School e-Safety Policy in newsletters,
the school brochure and on the school Web site.

Radicalisation and Extremism
The school’s safeguarding policy which is available on our website
(www.jws.bham.sch.uk) and in school, covers Radicalisation and Extremism. See
pages 11 and 12 of that policy.

3.1 Indicators of Vulnerability to Extremism and Radicalisation
1. Radicalisation refers to the process by which a person comes to support terrorism
and forms of extremism leading to terrorism.
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2. Extremism is defined by the Government in the Prevent Strategy as: Vocal or
active opposition to fundamental British values, including democracy, the rule of law,
individual liberty and mutual respect and tolerance of different faiths and beliefs. We
also include in our definition of extremism calls for the death of members of our
armed forces, whether in this country or overseas.
3. Extremism is defined by the Crown Prosecution Service as: The demonstration of
unacceptable behaviour by using any means or medium to express views which:
 Encourage, justify or glorify terrorist violence in furtherance of particular
beliefs.
 Seek to provoke others to terrorist acts.
 Encourage other serious criminal activity or seek to provoke others to
serious criminal acts.
 Foster hatred which might lead to inter-community violence in the UK.
4.There is no such thing as a “typical extremist”: those who become involved in
extremist actions come from a range of backgrounds and experiences, and most
individuals, even those who hold radical views, do not become involved in violent
extremist activity.
5. Pupils may become susceptible to radicalisation through a range of social,
personal and environmental factors - it is known that violent extremists exploit
vulnerabilities in individuals to drive a wedge between them and their families and
communities. It is vital that school staff are able to recognise those vulnerabilities.
6. Indicators of vulnerability include:
 Identity Crisis – the student / pupil is distanced from their cultural / religious
heritage and experiences discomfort about their place in society.
 Personal Crisis – the student / pupil may be experiencing family tensions; a
sense of isolation; and low self-esteem; they may have dissociated from their
existing friendship group and become involved with a new and different group
of friends; they may be searching for answers to questions about identity,
faith and belonging.
 Personal Circumstances – migration; local community tensions; and events
affecting the student / pupil’s country or region of origin may contribute to a
sense of grievance that is triggered by personal experience of racism or
discrimination or aspects of Government policy.
 Unmet Aspirations – the student / pupil may have perceptions of injustice; a
feeling of failure; rejection of civic life.
 Experiences of Criminality – which may include involvement with criminal
groups, imprisonment, and poor resettlement / reintegration.
 Special Educational Need – students / pupils may experience difficulties
with social interaction, empathy with others, understanding the consequences
of their actions and awareness of the motivations of others.
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7. However, this list is not exhaustive, nor does it mean that all young people
experiencing the above are at risk of radicalisation for the purposes of violent
extremism.
8. More critical risk factors could include:
 Being in contact with extremist recruiters.
 Accessing violent extremist websites, especially those with a social
networking element.
 Possessing or accessing violent extremist literature.
 Using extremist narratives and a global ideology to explain personal
disadvantage.
 Justifying the use of violence to solve societal issues.
 Joining or seeking to join extremist organisations.
 Significant changes to appearance and / or behaviour.
 Experiencing a high level of social isolation resulting in issues of identity
crisis and / or personal crisis.
3.2 Preventing Violent Extremism
Roles and Responsibilities of the Single Point of Contact (SPOC), The SPOC for
Clifton Centre is Alison Johnston (Head Teacher), who is responsible for:
 Ensuring that staff of the school are aware that you are the SPOC in relation
to protecting students/pupils from radicalisation and involvement in terrorism.
 Maintaining and applying a good understanding of the relevant guidance in
relation to preventing students/pupils from becoming involved in terrorism,
and protecting them from radicalisation by those who support terrorism or
forms of extremism which lead to terrorism.
 Raising awareness about the role and responsibilities of Clifton Centre in
relation to protecting students/pupils from radicalisation and involvement in
terrorism.
 Monitoring the effect in practice of the school’s assembly policy to ensure
that they are used to promote community cohesion and tolerance of different
faiths and beliefs.
 Raising awareness within the school about the safeguarding processes
relating to protecting students/pupils from radicalisation and involvement in
terrorism.
 Acting as the first point of contact within the school for case discussions
relating to students / pupils who may be at risk of radicalisation or involved in
terrorism.
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 Collating relevant information from in relation to referrals of vulnerable
students / pupils into the Prevent process.
 Attending Prevent meetings as necessary and carrying out any actions as
agreed.
 Reporting progress on actions to the Prevent Co-ordinator.
 Sharing any relevant additional information in a timely manner.
* Prevent is a multi-agency approach to provide support to individuals who are at risk
of being drawn into terrorist related activity. It is led by the Greater Manchester Police
Counter-Terrorism Unit, and it aims to
 Establish an effective multi-agency referral and intervention process to
identify vulnerable individuals;
 Safeguard individuals who might be vulnerable to being radicalised, so that
they are not at risk of being drawn into terrorist-related activity; and
 Provide early intervention to protect and divert people away from the risks
they face and reduce vulnerability.
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